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AI Governance and Risk Management Policy
1. Purpose
This policy establishes a comprehensive framework for the ethical, transparent and responsible use of artificial intelligence (AI) within the organisation. It ensures that AI technologies are used in alignment with organisational values, legal obligations, intellectual property rights (IP) and stakeholder expectations, while identifying and managing associated risks. 
2. Scope
This policy applies to all AI systems, tools and technologies used, developed or procured by the organisation, including third-party solutions. It applies to all employees, contractors and relevant stakeholders.
This policy uses the term Approved in several places. For clarity, this means that an AI tool considered for use complies with this policy and all relevant organisational policies relating to data protection, information security, confidentiality, intellectual property, and acceptable use, and has not been specifically prohibited by the organisation. 
3. Legal and Regulatory Context
All SSERC AI use must comply with:
· UK GDPR and Data Protection Act 2018
· ICO guidance on AI and data protection[footnoteRef:1] [1:  Guidance on AI and data protection | ICO] 

· Equality Act 2010
· Relevant Scottish regulatory requirements where applicable
4. Guiding Principles
The use of AI  tools in SSERC will be used responsibly, ensuring:
· Protection of confidential and personal data
· Human accountability for all outputs
· Transparency in AI-assisted processes
· Avoidance of harm, bias or discrimination
· We will consider the energy impact of AI tools and prioritise providers with carbon-neutral commitments.
5. Acceptable Use
Staff must:
· not input confidential or personal data into any product or app that uses AI (either own or someone else's)
· verify outputs before use
· avoid relying solely on AI for decision-making
· escalate concerns to management
· Staff should clearly state when AI has been used to generate a significant portion of external-facing reports or educational materials.
6. Risk Management
All AI use must undergo a proportionate risk assessment before use (Risk Assessment Template available).

Process:
1. Define intended use
2. Identify risks (data, bias, accuracy, harm)
3. Assess risk level (low/medium/high)
4. Apply controls
5. Review regularly

High-risk use requires SMT approval. DPIAs (Data Protection Impact Assessments) must be completed where personal data risks are identified.
7. Data Governance
Data used in AI systems must be accurate, lawful and appropriate. Personal data must be processed in accordance with UK GDPR principles, including minimisation and purpose limitation. Bias and fairness must be monitored. Staff must not use AI tools to attempt to re-identify or "deanonymise" individuals from redacted datasets.
8. Secure Use
Users must ensure:
· No unauthorised sharing of sensitive data
· Outputs are validated
· Systems are used in line with security policies
9. AI Development and Deployment
AI systems must be tested, validated and monitored. Output must be reliable and, where required, explainable. Human oversight must be maintained in decision-making processes.
10. Vendor Management
Third-party AI providers must be assessed for data protection, security and transparency. Contracts must ensure compliance with legal obligations.
11. Monitoring and Review
AI systems must be regularly reviewed. Incidents must be reported and investigated by an SMT member. Adjustments should be made where risks change.
Examples of reportable incidents include actual or suspected breaches of data protection, confidentiality, security, safeguarding, equality legislation, intellectual property rights, or situations where AI-generated outputs are inaccurate, misleading, biased, harmful, or have the potential to cause reputational damage to SSERC. All such incidents must be reported to a member of SMT as soon as practicable for investigation and appropriate action. 
12. Training
Relevant staff must receive training on responsible AI use, risks and data protection responsibilities.
13. Compliance
The organisation will monitor legal developments and ensure continued compliance with UK and Scottish requirements.
14. Enforcement
Non-compliance may result in disciplinary action. SMT is responsible for oversight and enforcement. Content created by staff using AI for SSERC purposes remains the property of SSERC. Staff must ensure AI use does not infringe on third-party copyrights.
15. Use of AI in Assessed Work
Learners undertaking some SCQF credit-rated programmes may use AI tools to support research, planning, drafting, and other learning activities completed outside SSERC. Any use of AI should enhance, rather than replace, the learner's own thinking and understanding.
SSERC may use a range of assessment and quality assurance methods to establish the extent to which AI has been used in the production of submitted work. Learners may be asked to explain, discuss or demonstrate their understanding of the content submitted as evidence for assessment.
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